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During 2020, with the mission to enhance 
Telefonica Tech NextDefense Detection and 
Response services the Threat Intelligence Unit was 
required to create a Threat Intelligence Product 
& Service Portfolio, by conducting Proof of Value 
(PoV) of several Threat Intelligence vendors’ 
products and services. The PoV were performed 
by engineering a new evaluation methodology and 
framework that allowed the team to benchmark 
the vendors’ threat intelligence platforms 
capabilities and its intelligence products’ quantity 
and quality.

There are multiple benefits of having performed 
this kind of evaluation, for both the organizations 
and the Threat Intelligence vendors.

On the one hand, for the organizations, our deep 
knowledge of the Threat Intelligence providers’ 
products and services provide a unique advantage 
to better address the organization’s intelligence 
needs. 

On the other hand, it is within Telefonica’s DNA to 
fight cybercrime and strive to have more secured 
societies. A way to do so, is by helping those who 
are also responsible for securing digital societies, 
such as the Threat Intelligence vendors. Thanks 
to our exhaustive evaluations we were able to 
identify each vendor’s strengths and weaknesses. 
By providing them with constructive feedback 
we hope to have helped them to improve their 
products and services.

Our in-house engineered innovative evaluation 
methodology and framework has helped us to 
perform accurate quantitative and qualitative 
evaluations and hence to give us a deep 
knowledge and strong understanding of the 
Threat Intelligence vendor’s ecosystem. The 
criteria and methodology used in the evaluations 
will allow Telefónica Tech, as an NextDefense 
Detection and Response to provide its customers 
a tailored Threat Intelligence Product and Service.

Executive Summary2
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› An organization which has identified an 
intelligence gap or intelligence need should 
understand that Cyber Threat Intelligence (CTI) 
can help reduce the intelligence gap or address 
the intelligence need. Understanding what the 
industry can offer and planning accordingly to 
address the intelligence need, will be key for 
choosing the right threat intelligence vendor, i.e., 
the vendor that better suits the organization’s 
intelligence needs.

› There is not such a thing as the perfect Threat 
Intelligence vendor. Each vendor product and 
service has its strengths and weaknesses, in 
part due to the collection methods used by the 
vendor and also because of the intelligence focus 
of the different vendors. In some cases, these 
are oriented to very specific types of intelligence 
collection methods and hence provide a different 
type of intelligence product and service.

› On the one hand, we have seen some vendors 
with a strong focus on nation-state sponsored 
groups or nation-state activity from, mainly, 
countries such as Iran, China, Russia, and North 
Korea. We have not seen vendors tracking western 
APT activity.

› On the other hand, other vendors are more 
focused on cybercriminal groups and put a lot of 
effort in infiltrating underground communities and 
communication channels. There are a few vendors 
with a hybrid approach trying to cover nation-state 
activity and cybercriminals activity.

› We have seen that Nation-state groups 
have gradually started to outsource certain 
capabilities, such as network access or 
credentials stealing, to cybercriminal groups. 
However, very few vendors have managed 
to successfully produce intelligence reports 
establishing a relationship between nation-state 
sponsored groups and cybercriminals.

› The cyber space has also become a new domain 
for Terrorism. As every threat actor, terrorist groups 
are also communicating and using the cyber 
space to improve the efficiency of their operations. 
Although there is no real evidence of attacks 
attributed to cyberterrorists, the potential threat is 
real. There is only one Threat Intelligence vendor 
covering cyber activity of different terrorists’ 
groups and with a strong focus on Jihadism and 
domestic terrorism.

› After having performed PoV evaluations of 8 
Industry leaders Threat Intelligence vendors we 
believe that we can group these vendors in three 
different groups. There are vendors with strong 
HUMINT capabilities which focus on cybercriminal 
groups. One of these vendors, has also extensive 
artifact analysis capabilities and skills. On the 
other hand, there are vendors with exhaustive 
operational, technical and artifact analysis 
capabilities which are tracking nation-state 
sponsored groups and their Tactics, Techniques 

2.1. Key Findings
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and Procedures (TTPs). Finally, there are a few 
vendors with a Hybrid approach that by also using 
OSINT as a collection method can address very 
specific needs such as data leak prevention or 
brand reputation protection.

› Platforms which have a built-in sandbox offer a 
good quality tactical and technical intelligence.  
However, there are vendors which also offer 
independent sandbox platforms, and in these cases 
the built-in sandboxes they offer might not be the 
best in class or have all the features available. Finally, 
vendors who are strong in tactical and technical 
intelligence offer the best built-in sandboxes.

› Regarding the sandbox reports we believe 
vendors could improve them by leveraging 
from the existing intelligence that is available in 
the platform. This could be achieved either by 
enriching this sandbox reports with available 
operational or strategic intelligence or simply by, at 
least, referencing the uploaded malware sample to 
existing intelligence products.

› Overall, we have seen that the platforms have 
good Research capabilities which allows the user 
to search by using predefined filters (Industry, 
Region, Country, malware type, IOC type…). Other 
platforms have more powerful research features 
and allow users to combine filters with Boolean 
operators and wildcards which makes searches 
more accurate.

› API (Application Program Interface) offer, in general, 
the same amount of information that the one 
available in the UI (User Interface). APIs are a good 
solution when there are no existing integrations 
with 3rd party platforms or tools. Overall, the APIs 
proved to be versatile and the most common 
default format for the APIs answer is JSON.

› From a UI and UX perspective, some platforms 
seem to be more mature than others but, overall, 
the experience has been good in every platform. 
The main challenge is how to structure and 
present the intelligence products to the user in a 
way that makes it easy and efficient to go through 
the different intelligence reports.

› From an intelligence analyst point of view, having 
a node graph to perform investigations that 
leverages all the intelligence products in the 
platform is an outstanding feature. In this kind of 
graph, the analyst can navigate and pivot in the 
different nodes. Except for 2 vendors, the rest of 
the platforms are missing this graphic research 
capability.

› Intelligence Dissemination is key to make the 
intelligence products actionable. Most of the 
intelligence reports are presented in PDF and 
technical intelligence feeds are usually available 
in CSV or STIX (v1.1) formats. Some vendors offer 
more dissemination options such as OpenIOC, 
STIX (v2) and Yara rules, among others.

› Most of the vendors have good intelligence 
knowledge databases which are, mostly, 
structured in Cyber Threat Actors and Malware 
profiles. Quantity varies according to each 
vendor’s main collection methods. There are 
some vendors which offer open and close user 
communities which enhance the vendors’ 
intelligence knowledge database.

› Threat Intelligence vendors know that a key 
feature of their offering is how they can integrate 
their products and services with an organization’s 
existing technology and infrastructure. Therefore, 
most of the vendors have developed multiple 
integrations with 3rd party platforms such as SIEM, 
TIP, Orchestrators and network perimeter devices.
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1.   Intelligence: we evaluated 
the quantity and quality of the 
different intelligence subtypes 
available as intelligence 
reports or intelligence feeds. 
This capability is key since 
it is related with the finished 
intelligence product. On the one 
hand, a high volume but low-
quality intelligence might not be 
suitable for most use cases. On 
the other hand, a high-quality 
but low volume intelligence 
might only be suitable for very 
specific use cases.

2.   Research: we evaluated 
the investigation and threat 
hunting capabilities and 
features. Intelligence Analysts 
need to perform investigations, 
which might often be triggered 
by security alerts or incidents. 
Therefore, they will need to 
search, filter and pivot through 
the intelligence available in the 
platform so they can leverage 
the intelligence generated 
by the vendor and provide 
context to their investigations 
at an Operational and Tactical/
Technical level.

3.   Intelligence Dissemination: 
we evaluated the available 
outputs to share the 
intelligence produced and 
available in the platform. As 
obvious as it may seem, the 
platform should allow the 
intelligence products to be 
easily shared to the different 
constituents. A CISO might 
want to read a document 
about attacking trends to the 
industry and region where its 
organization operates whereas 
a Network Security team might 
want IP Addresses of malware 
Command&Control servers so 
they can blacklist them in their 
perimeter devices.

4.  Intelligence Knowledge 
Database: we evaluated 
the quantity and quality 
of the entities available in 
the database (threat actor, 
malware, industry, and country 
profiles), the collection 
methods and the platform’s 
user community. Besides 
the finished intelligence 
products, it is useful to have 
the intelligence structured 

in a way that makes it easy 
for analysts to access 
specific entities as the ones 
mentioned before. Moreover, 
understanding which are the 
vendor’s collection methods 
have helped us to assess the 
accuracy and completeness 
of intelligence produced. 
Finally, platforms which have 
a user community (either 
open or closed) provide a 
powerful feature to allow 
users to collaborate and 
share intelligence on different 
matters.

5.   UI, UX & Deployment:  
We evaluated the intelligence 
visualization capabilities and 
features, the platform’s ease 
of use, user experience and 
the deployment options along 
with platform documentation 
and user training material. 
The intelligence products 
and all available data must 
be well organized and 
structured in a way that will 
help the intelligence analyst 
to achieve his mission in the 
shortest possible time. Having 

At Telefónica Tech, NextDefense Cyber Threat Intelligence Team designed an evaluation methodology 
and framework by looking at 3 main aspects of the vendor’s offering:

1. Intelligence Platform Capabilities 
2. Intelligence Products’ Quantity 
3. Intelligence Products’ Quality

Evaluation Methodology & Framework3

3.1. Intelligence platform capabilities
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a well design and clear User 
Interface (UI), flexible searching 
capabilities (such as Boolean 
operators or wildcards), 
dashboard cards, widgets, 
heat maps and node graphs 
for investigations, are some of 
the attributes we evaluated. 
Finally, deployment options 
(cloud-based or on-premise) 
along with the platform 
documentation were also 
considered when evaluating 
this capability.

6.   Artifact Analysis Tool 
(Sandbox): we evaluated 
the sandbox accuracy 
and malware attribution 
capabilities along with the 
completeness of the report, the 
average analysis duration time 
and file formats supported. 
Built-in sandboxes are useful 
for Incident Responders 
trying to provide context to 
a specific threat or artifact 
linked to an incident. Ideally, 
after uploading a malware 
samples we would be able to 
get a maliciousness verdict, 
indicators of compromise and 
malware family attribution.

7.   Platform Integrations 
with 3rd party platforms: 
we evaluated the platform 
integrations with platforms and 
tools such as SIEM, SOAR, TIP 
either built-in in the platform or 
on the other platform/tool. Mid 
and large size organizations 
have, often, technology 
environments with different 
products from different 
vendors. It is important to 
understand up to what extent 
will the intelligence products, 
tactical and technical, be 

easily disseminated and with 
which products and tools 
since this will allow to improve 
the prevention, detection and 
response capabilities.

8.  API Functionalities: we 
evaluated the API (Application 
Program Interface) capabilities 
and features to perform 
investigations by sending 
malware sample to the 
sandbox, searching for 
indicators of compromise 
and measuring the response 
time and API response format 
options. With the increasing 
need to automate specific 
tasks when there is not an 
available integration the 
APIs are often the solution to 
integrate different technology 
products. What is more, APIs 
can also help if there is usually 
a large volume of tasks to be 
completed. An efficient API 
integration can help to reduce 
the mean time to respond to 
security incidents.

Analyzing the intelligence quantity is, basically, looking at the volume of intelligence reports, attacks and 
campaign reports, threat actor and malware profiles, and technical feeds (Indicators of Compromise). It is 
important to have the right volume of intelligence because this will allow the intelligence analyst to increase 
the success probability when trying to enrich indicators of compromise and when providing context to an 
incident or an alert.

3.2. Intelligence quantity
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In order to evaluate how good is the intelligence produced by the vendor in terms of quality we considered 
five different attributes:

For all the evaluations we established the following scoring scale:

We also used fractions such as 0.25, 0.50 and 0.75

We designed the framework in such a way that we could measure the platform’s capabilities by defining one 
or more tests per capability and different success criteria items to determine up to what extent the tests meet 
the expected results. Besides the score, we justified the reasons that support the given score.

5 
4 
3

Outstanding 
Good 
Satisfactory

2 
1 
0

Poor 
Unsatisfactory 
Not found/Not Available

Relevance 
Relevant for Telefonica’s 
constituency (internal 
or external) and Areas 
of Interest. For example: 
Industries and regions where 
it operates, Customers’ 
industries, regions…

Completeness 
By checking if there 
are enough details, and 
whether it provides value to 
the recipient or not.

Timeliness 
By determining how timely 
and valid now or in the near 
future is the intelligence 
produced by the vendor.

Acuracy 
By analyzing if it is true 
and free of errors and 
understanding that 
accuracy is a combination 
of the confidence asserted 
by the source, the trust 
placed in the source and 
the context of the recipient.

Ingestibility 
By determining how easy 
is it to process, interpret 
and share the intelligence 
produced by the vendor.

3.3. Intelligence quality

3.4. Scoring Scale

3.5. Evaluation Framework
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The evaluation framework consists of:

• 8 Platform capabilities 
• 15 Test guides 
• 120 success criteria items

The following is an example of the Intelligence Dissemination capability:

Once all the tests have been performed, we 
calculated the average score for each capability:

With this we were able to create a radar chart that 
looks like the following:

Acme Platform Capabilities:
CAPABILITY AVERAGE SCORE

Intelligence 3

Research 3

Intelligence Dissemination 3

Intelligence Knowledge  
Database 3

Artifact Analysis Tools  
(Sandbox) 3

Platform UI, UX & Deployment 3

Platform Integrations with 3rd 

Party Platforms 3

API Functionalities 3

Intelligence

0
1

2
3

4
5

Research

Platform UI, UX  
& Deployment

Intelligence 
Dissemination

Intelligence 
Knowledge 
Database

Artifact Analysis 
Tools (Sandbox)

Platform 
Integrations with 

3rd Party Platforms

API Functionalities

CAPABILITY TEST ID SUCCESS  
CRITERIA

ACME 
SCORE

ACME  
COM-
MENTS

Intelligence 
Dissemination

3.1. Check 
the available 
outputs for 
intelligence 
dissemination

3.1.1 STIX/TAXII (Version 1 or 2)

3.1.2 OpenIOC

3.1.3 IDS/IPS Signatures (Snort, Suricata, etc)

3.1.4 Yara Rules

3.1.5 MAEC (Malware Attribute Enumeration 
and Characterization)

3.1.6 JSON

3.1.7 XML

3.1.8 CSV/PDF

3.1.9 API

3.1.10 PCAP

3.1.11 Sigma Rules
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To represent the Intelligence quality results we did the same:

ACME INTELLIGENCE QUALITY

ATTRIBUTE STRATEGIC OPERATIONAL TACTICAL/
TECHNICAL

Relevance 2 3 4

Accuracy 2 3 4

Complete-
ness 2 3 4

Timeliness 2 3 4

In order to test the platform’s capabilities, we established the following use cases:

FOCUS INTEL SUBTYPE TEST SUCCESS CRITERIA

Incident Response Tactical/
Technical

Upload previously identified 200 
malware samples to the sandbox 
to review the intelligence related 
to the specific malware sample.

1. Malware type and family  
correctly identified.

2. Malware sample linked to an  
attack campaign.

3. Malware sample linked to a  
threat actor.

IOC Enrichment Tactical/
Technical

Look for specific previously 
identified malicious or suspicious 
domains (100), IP Addresses (100) 
and hash values (100).

1. The IOC is confirmed as  
malicious

2. The IOC is linked to an  
attack campaign

3. The IOC is identified as malicious  
or threat actor infrastructure.

Intelligence Quality 
& Quantity

Strategic/
Operational

Search for intelligence reports  
and threat actor reports that  
target specific industries or 
countries/regions.

There are relevant reports that  
apply to Telefonica’s industry/ 
regions or Telefonica’s customers  
industries/region.

Intelligence Quality 
& Quantity Operational

Search for keywords that are 
relevant to Telefonica such as 
Telefonica’s brand names or 
Telefonica’s customer  
brand names.

The vendor has identified  
threats to the different brands  
or Telefonica’s customers in  
underground forum threads or  
different communication channels.

Acme Intelligence Quality

Strategic Operational Tactical/Technical

Accuracy

CompetencesTimelines

Ingestibility

Relevance

0
1

2
3

4
5

3.6. Evaluation Use Cases



SAILING THROUGH THE THREAT INTELLIGENCE VENDOR OCEAN

12

With the combination of these uses cases and 
the Evaluation Framework we were able to assess 
not only the platform’s capabilities but also the 
Intelligence Quantity and Quality.

When performing these tests, we also compared 
when possible the intelligence produced by the 
vendor with other open and close sources  
of intelligence.

After the completion of each evaluation, we 
reviewed the previous evaluations and scores 
assigned to each success criteria item to be 
 sure that the new results and the previous ones 
were consistent.

Moreover, some of the vendors include a RFI 
(Request For Information) service in which the 
user can request further investigation on specific 
subjects and have an interaction with the vendor’s 
intelligence analysts. Therefore, we also performed 
follow-up investigations on on-going attacks which 
happened during a PoV; trying to leverage the 
intelligence and services provided by the vendor.

It is important to note that our use cases and 
methodology provided a standard framework for 
all our tests, but we did not limit ourselves to the 
established uses cases but used them as the starting 
point for all the evaluations.



SAILING THROUGH THE THREAT INTELLIGENCE VENDOR OCEAN

13

There are many Cyber Security vendors offering Cyber Threat Intelligence products and services yet for 
these evaluations we focused on some of the industry leaders, since these are the vendors which have a 
solid and mature offering.

CTI is a relatively new field in the industry, we have seen some cyber security vendors offering products 
and services which are not really under the scope of Cyber Threat Intelligence and this only adds up to  
the confusion.

After all our evaluations we believe that we can group these vendors in three different groups based on 
their collection methods and intelligence focus.

Group I

• These are vendors that have high 
visibility and knowledge of the threat 
actor landscape based, mostly, in Human 
Intelligence (HUMINT) collection method. 
They have infiltrated cybercriminal forums 
and communication channels, and this 
allows them to correctly identify threat 
actors’ methodologies and its customer, 
understanding the role each of them plays 
in the cybercriminal ecosystem.

• The type of intelligence these vendors 
produced is highly operational and allows 
the customer to know, for example, who 
is developing and selling a new malware, 
how and what is the malware for and who 
are the potential clients. This is how the 
Ransomware Industry typically operates. 

• These threat intelligence vendors have 
a strong knowledge of the cybercriminal 
threat landscape.

Understanding the Cyber Threat  
Intelligence Vendor Ecosystem4

Group II

• These are vendors that have visibility and 
knowledge about threat actor campaigns 
and Tactics, Techniques and Procedures 
(TTP) based in artifact analysis like 
malware reverse engineering. With this 
they can classify threat actors and their 
tools a in a specific timeframe. These 
vendors analyze the different artifacts to 
obtain indicators and threat attributes 
that allows the analysts to group specific 
threats according to the different 
observables. These vendors showed 
a high volume of intelligence and, in 
general, extensive Intelligence Knowledge 
Database. Thanks to the latter, they 
can provide IOCs and TTPs to be used 
for prevention, detection, and incident 
response. However, the intelligence might 
not be timely because of the nature of the 
analysis which is during an incident or 
after an incident.

• These threat intelligence vendors have a 
strong knowledge and track nation-state  
sponsored groups.
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Group III

• The other type of vendors follow a 
hybrid approach and are strongly 
focused in Open-Source Intelligence 
(OSINT) collection which with 
combined with HUMINT collection 
allows them to offer brand monitoring 
and digital  
risks services. 

• There are some of the vendors have 
included brand monitoring to their 
Threat Intelligence services. By 
provisioning the vendor with the 
organization’s infrastructure (IP range, 
domains, brand names, keywords, etc) 
these vendors with the right technical 
capabilities and intelligence analysts 
are able to offer a strong situational 
awareness and early warnings.
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• We have seen a good detection 
rate for the malware samples 
we uploaded. This means that 
the malware samples were, in 
most cases, correctly classified  
as malicious.

• Built-in Sandboxes from 
vendors which have a strong 
focus in Tactical and Technical 
Intelligence proved to be very 
good in terms of both quantity 
and quality of intelligence. 
Besides the regular sandbox 
reports, some of vendors 
sandboxes are managing 
to extract the malware 
configuration file.

• In general, all vendors are 
complementing the technical 
intelligence provided by 
the sandbox with tactical 
intelligence by mapping the 
malware sample activity and 
behavior to frameworks such 
as Mitre Att&ck.

• Regarding the file extensions 
supported, Portable 
Executables (PE) and 
document files are supported 
by all the vendors. Some are 
offering support for ELF files 
and memory dumps.

• In general, the sandbox 
provided by the platforms 

fail to provide a malware 
family name for the uploaded 
samples. Only in a few cases 
we have seen some vendors 
providing malware attribution 
and campaign information.

• Some of the vendors are 
offering an independent 
sandbox platform, therefore 
in these cases the built-in 
sandbox might not be tshe 
best in class or is not available 
at the platform Indicator of 
Compromise Lookup.

• In general, we were not able 
to get a high rate of indicator 
verdict nor context. This did 
not caught us by surprise since 
malicious infrastructure is, 
often, up for a very.

• Some of the vendors are offering 
an independent sandbox 
platform, therefore in these 
cases the built-in sandbox might 
not be the best in class or is not 
available at the platform.

• Indicator of Compromise 
Lookup. In general, we were 
not able to get a high rate of 
indicator verdict nor context. 
This did not caught us by 
surprise since malicious 
infrastructure is, often, up for a 
very limited period of time.

What do we think?

As we have seen before, 
a common use case for 
Cyber Threat Intelligence is 
Incident Response and Threat 
prevention. Incident Response 
processes often involve trying 
to identify a malware sample 
and extracting as many IOCs 
as possible. 

Considering that most of the 
vendors offer a sandbox tool 
we would like to see not only 
the traditional sandbox report, 
but also more context and 
operational or even strategic 
intelligence related to it. 
We have seen cases where 
we uploaded a malware 
sample that was linked to an 
intelligence report and the 
platform simply fails to leverage 
the intelligence that is already 
produced and available related 
to that sample.

In conclusion, we consider 
that having a built-in sandbox 
is a plus, but vendors should 
put more effort in trying to 
provide more context about 
a threat that has already 
been covered in different 
intelligence reports.

Artifact Analysis Tool (Sandbox)

PoV Evaluation Findings5
5.1. Platform Capabilities Findings
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• In general, all vendor platforms 
provide some sort of report 
filtering capability which include 
pre-defined filters such as IOC 
type, Country or Region and 
Industry. In some cases, Threat 
Actor and malware family filters 
will be available as well.

• Some of the platforms allow the 
user to build search queries by 
combining filters with Boolean 
Operators and, in a few cases, 
with wildcards which allows 
the user to make more accurate 
searches by also looking for 
partial matches.

• Only 2 vendors offer the 
possibility to search in their 
malware collection using  
Yara rules.

• Some vendors are scrapping  
and indexing dark web forums 
and are providing their own 
search engine to search among 
this data.

• Vendors with high HUMINT 
capabilities are intercepting 
different communication 
channels and are dumping 
and indexing all the messages 
of different communication 
platforms and applications.  
This allows the users to also  
search among the messages.

• Some vendors offer a Request 
For Information service.  
With this service they offer the 
possibility to dedicate their own 
intelligence analysts to research  
on specific subjects requested 
by the customer.

• When trying to search or filter 
for reports about specific 
industries we failed to find 
report on certain industries. We 
understand that some industries 
are more likely to be targeted by 
certain threat actors than others 
which is why there is lower 
volume of intelligence reports 
about certain industries.

Research

What do we think?

Most of the intelligence products are presented in the form of reports. The technical and 
tactical intelligence reports might also have IOCs or TTPs describing an attack or threat actor 
methodology.

Moreover, in the cases of “older” platforms we can find hundreds of reports which is why being able 
to search and refine the search is key.

Having a high volume of intelligence reports is good but can be a problem if these are not tagged 
correctly and therefore cannot be found when the analyst is doing research on specific subjects. 
Moreover, we can say that is also a problem when a report has so many tags that is difficult to 
understand if it is relevant or not.

In conclusion, the research capabilities of the platforms are good overall and there are some 
platforms with very powerful research capabilities.
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• Most of the APIs are able to provide the 
same amount of intelligence as the obtained 
in the User Interface (UI).

• Almost all built-in sandboxes allow the user 
to send malware samples through the API 
and to search for indicators of compromise 
via the API.

• In most of the cases, the standard API 
response is JSON format.

• Depending on the vendor, some APIs 
response can be set up to other formats 
such as STIX or CSV.

• The APIs are relatively easy to use and the 
main difficulty might be in understanding 
how to build the different queries. For all the 
APIs we have tested we have seen good and 
updated documentation.

What do we think?

The platform’s API is a link between the 
finished intelligence products and the different 
consumers, either people or other security 
technologies. 

With the increasing need of automating security 
operations, the APIs play an important role for 
making it possible. Moreover, the API might 
be a solution when there is no developed 
integration with a specific platform or even if 
there is an integration the API could enhance 
the features of the existing integration. However, 
the customer will have to consider the effort 
to develop, deploy and maintain custom 
integrations.

In conclusion, APIs are a powerful way of 
automating certain Threat Intelligence tasks 
when there are no available built-in integrations.

API Functionalities

• From a UI perspective there 
are platforms whose UI looks 
outdated whereas other 
vendors have currently release 
new platforms with new UIs.

• All pltaforms have a dashboard 
where, usually, vendors group 
the latest reports and some also 
have “heat maps” which work 
as a “region” or “country” filter. 
There are platforms where the 
dashboards are more interactive 
and allow the user to change 
specific parameters to make a 
more customized dashboard.

• There are two vendors which 
offer powerful and interactive 
node graphs for investigations. 

From an intelligence analyst 
perspective this as great feature 
to have, since it allows to easily 
leverage all the intelligence 
that a platform has to offer 
and it makes easier than going 
through hundreds of PDF 
documents and trying to extract 
only what is relevant.

• As regards the deployment 
options, few vendors offer 
on-premise deployment of 
their products. For platforms 
that have a built-in sandboxes 
this would be a nice feature, 
especially when analyzing 
malware samples that were part 
of an internal or client incident.

• Most of the vendors are missing 
graphic capabilities and features 
to perform investigations. For 
this matter, we believe that 
having an interactive node 
graph where an analyst could 
perform his investigations by 
expanding, adding nodes and 
pivoting between them is a 
necessary feature to leverage 
all the intelligence available in 
these platforms.

UI, UX & Deployment
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What do we think?

The UI and UX capabilities are similar for all the platforms, some platforms feel more intuitive to use 
and are more user-friendly than others. 

Few vendors have included online training material and only 2 vendors offer an on-site deployment 
of the platform or some of its modules.

The research capabilities play a key role for UX. We have seen platforms with very high volume of 
raw data but seem useless since it is very difficult to find what is relevant and what is it not.

In conclusion, the intelligence products that a vendor offers can be quality products however if 
these are not presented in a clear and easy to read way the user could end up lost in the high 
volume of reports that most of the platforms have.

• The finished intelligence 
products are presented as 
reports. All the vendors use PDF 
as a standard format for sharing 
these reports. The reports might 
be available through the API in 
XML or JSON format.

• Only one vendor is offering STIX 
2 support (JSON) along with 
MAEC, JSON, CSV and PDF.

• Most of the vendors offer STIX 1.1 
support (XML) and only 2 vendors 

allow the user to disseminate the 
intelligence using OpenIOC.

• When technical and tactical 
intelligence is available in the 
different reports, we have seen 1 
vendor which will also allow the 
user to download the data in STIX 
1.1 and Yara rules.

• When there are IOCs vendors will 
usually use CSV as this is, usually, 
an easy format to parse and then 
ingest in other platforms.

• Most of the vendors are using 
a similar approach when 
publishing intelligence reports. 
In general, they publish alerts/
warnings, monthly/quarterly and 
yearly intelligence reports. Each 
report is intended to difference 
audiences and to address 
different intelligence needs.

• Some vendors are track relevant 
cyber security news and events 
and provide their own verdict on 
accuracy and likelihood.

Intelligence Dissemination

What do we think?

We can see there are significant differences in Intelligence Dissemination capabilities. This 
capability is key to be able to make the intelligence actionable and agile and might be a determinant 
factor when choosing a Threat Intelligence provider.

Vendors which are tracking relevant cyber security events and provide their own assessment on 
this matters offer a interesting product which can also serve as early warnings to better protect the 
organizations.

In conclusion, we believe that the more formats and standards to disseminate intelligence the 
better. However, each organization must understand how it wants to consume the intelligence they 
are being provided. It is not the same a strategic intelligence report for the CISO as malicious IP 
Addresses that should be blocked at the firewall.
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• Some vendors are tracking 
nation-state sponsored 
groups and provide full threat 
actor profiles and campaigns 
attributed to these actors.

• Other vendors focus strongly in 
cybercriminal groups.

• There are 3 vendors with strong 
HUMINT capabilities. For 1 of 
these vendors we have also 
seen proof of engagement with 
different threat actors. This kind 

of engagement can provide early 
warnings on threats especially 
linked to data leaks or brand 
reputation.

• Most of the vendors based 
their collection methods in 
OSINT and SIGINT, telemetry 
from end-point devices and 
security products that they 
have deployed in customers 
infrastructure. 

• Vendors usually have  
intelligence analyst who s 
peak local languages.

• Some vendors have infiltrated in 
underground communities and 
cybercriminal forums.

• Some vendors have user 
communities where users  
from different organizations  
can collaborate and work in  
different matters.

Intelligence Knowledge Database

What do we think?

Regarding Intelligence Knowledge Database we have seen that almost every vendor has a 
threat actor and malware database but can vary in terms of quality depending on the collection 
methods and further research done on each subject.

We have also seen some vendors updating previous reports with new relevant information.

• The platforms offered by the 
largest vendors have several 
available integrations with most 
of the industry leading vendors 
and its products.

• In some cases, the integration 
might not be in the Threat 
Intelligence vendor’s  

platform but on the  
other end.

• In general, the available 
integrations are with security 
tools such as Threat Intelligence 
Platforms (TIP), Orchestrators, 
SIEM and network devices  
in general.

• Smaller vendors are lacking 
built-in or developed 
integrations with relevant 
platforms. However, most of 
them have shown an interest 
in developing the integration if 
there is a customer need.

Platform Integrations with 3rd Party platforms
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What do we think?

One of the main challenges that CTI faces is making the intelligence products, actionable. To 
achieve this, it is necessary that the platforms are able to communicate with other technology 
tools and also intelligence analysts to disseminate the intelligence in the best possible way.

The platform’s integration capabilities with other platforms and tools, depending on the use 
case, might be an decisive factor when choosing a Threat Intelligence Provider because it might 
allow the organization to quickly integrate the intelligence product with different platforms in a 
plug&play fashion enhancing, in an efficient way, the organizations cyber security capabilities.
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• The Strategic Intelligence 
products are presented in the 
vendor’s platforms as reports, 
usually PDF documents. The 
types of reports are usually 
labeled as “Industry Threat 
Landscape”, “Country Threat 
Landscape”. 

• We believe vendors are 
publishing Strategic 
Intelligence reports in a timely 
manner, in periodic reports 
such as “Yearly Intelligence 
Report” or “ YYYY Threat 

Evolution Report”. Some 
vendors publish reports on a 
quarter basis as well.

• Due to the nature of Strategic 
Intelligence reports we cannot 
expect to find a high volume 
of reports, except for those 
vendors who have been 
industry for a long period of 
time and hence have a high-
volume Intelligence Database.

• Considering the volume of 
reports we can identify that 

although all the vendors are 
industry leaders not all of them 
focus on Strategic Threat 
Intelligence.

• Although we know and 
fully understand that the 
cyberspace has not borders, 
we would have liked to see 
more intelligence reports 
on threat actors targeting 
specific regions such as Iberia 
and South America, which is 
where Telefonica has its main 
footprint.

What do we think?

Strategic Threat Intelligence should help decision-makers and board members to address cyber 
risks and risks of their current or planned business activity.

As we have seen, the organization will have to carefully review if the CTI products of any vendor 
are relevant to their business activity or not, and most important if these CTI products help with 
reducing the intelligence gaps or satisfying the intelligence needs.

We ought to remark that we believe that Threat Intelligence vendors are not properly tracking 
threat actors or threat activity targeting industries which can be consider as commodities, for 
example, telecommunication companies or technology infrastructure companies. A successful 
attack to these companies can have a high impact on many other industries and a proof of this is 
the recent SolarWinds attack, for which we are still seeing the casualties.

Last but not least, Strategic intelligence can be more actionable when supported by well 
developed and deployed Operational and Tactical/Technical intelligence. This would allow the CTI 
team to help decision-makers to make more informed and educated decisions while at the same 
time providing actionable intelligence to the many different security products that an organization 
can have. It might be difficult to make strategic decisions if the organization does not have real 
capabilities to make it actionable and hence improve the organization’s cyber security posture.

Intelligence Quality & Quantity Findings6
6.1. Strategic Intelligence
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• The operational intelligence 
products are presented as 
Threat Actor reports, Threat 
Actor profiles and cyber-attack 
or campaign reports.

• There are 3 vendors 
with powerful HUMINT 
capabilities which are tracking 
cybercriminals in underground 
forums. This has allowed 
them to have a strong view 
of the threat actor ecosystem 
and hence provide relevant 
early warnings. Moreover, 
we have seen proof that one 
of these vendors has also 
infiltrated and intercepted the 
threat actor’s communication 
channels and platforms.

• In general, we have seen 
vendors either tracking nation-
state activity or sponsored 
groups or cybercriminals. We 
have not seen a vendor which 
is great in doing both. 

• Although in our PoV we only 
saw 1 vendor doing research 
on how the different threat 
actors work and cooperate 
between themselves, we 
are now seeing that vendors 
are starting to link and track 
nation-state groups which are 
working with cybercriminals.

• As regards to the intelligence 
relevance we have seen that 
in most of the cases, vendors 
which are tracking nation-
state activity and sponsored 
groups are strongly focused on 
countries such as Iran, North 
Korea, Russia and China. In 
general, we did not see vendors 
tracking western APT activity.

• We have seen 2 vendors 
working on intelligence reports 
covering different issues not 
limited to the cyber space. 
For example, one vendor is 
tracking terrorist campaigns, 
misinformation campaigns, and 
domestic threat actors as well 
as geopolitical relevant events.

What do we think?

Ideally, an organization would like to know exactly who would target them and which would be 
its main motivation. Although attribution in the cyberspace is very difficult knowing the different 
threat actors, which are their methodologies (TTPs) and motivations in a specific timeframe are 
key to be able to correctly protect the organization from cyberattacks.

Overall, all the vendors are producing good quality operational intelligence reports where some 
are more focused in nation-state activity and others in cybercriminal activity. We have also seen 
that vendors are leveraging from other threat intelligence vendors and referencing them properly. 
We believe this a good practice since it helps to build knowledge and provide context about the 
different threat actors.

6.1. Operational Intelligence

In conclusion, the threat actor ecosystem is large and complex and attribution in the cyberspace is 
one of cyber security’s biggest challenges. Having the knowledge of how the different threat actors 
operate and why would our organization be one of their targets will allow us to mitigate the different 
risks. What is more, if we can leverage the different vendors HUMINT capabilities, it can also help to 
organization with preventing specific cyber-attacks and data leaks.
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• The tactical intelligence  
product is related to threat  
actor methodologies (TTPs)  
and specific TTPs used in  
cyber-attacks.

• The tactical intelligence 
products are also presented as 
specific malware profiles with its 
behavioral analysis and attacks 
related intelligence.

• The technical intelligence 
product is presented as feeds 
of indicators of compromise 
(IOCs) that might have been 
categorized as malicious or 
linked to threat actor or  
malware infrastructure.

• There is one vendor which 
produces a very high volume  
of technical intelligence, in  
part thanks to a large 
community user.

• One vendor has a large indicator 
of compromise database 
obtained from their malware 
collection. For organizations 
looking to add new IOC feeds 
this can be a good opportunity.

• Most of the vendors are using 
some sort of structured threat 
actor activity mapping. In 
most of the cases the Mitre 
framework is the chosen one 
whereas in a few cases we 
have seen the activity mapped 
to Lockheed Martin’s Cyber  
Kill Chain.

• In general, there is a medium-
high volume of Tactical and 
Technical intelligence quantity 
and it looks balanced for all  
the vendors.

• Threat Intelligence vendors 
which based their intelligence 
products in malware analysis 
and IOC extraction are the 
ones which offer the highest 
quality of technical intelligence 
products. Moreover, these 
vendors are able to map 
malicious infrastructure to 
specific threat actors or threat 
actor’s campaigns.

6.1. Tactical/Technical Intelligence
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What do we think?

Technical Threat Intelligence is, usually, the starting point for every organization which wants 
to start consuming Threat Intelligence products. IOCs are consumed from public and private 
feeds and ingested in different platforms and tools for different matters. Since these IOC feeds 
are usually provided in structured formats such as CSV or STIX they are easy to deploy in 
network perimeter devices and end-points; which are usually the first line of defense in every 
IT infrastructure. Consuming IOC feeds is a good and efficient way of preventing and detecting 
malicious activity.

However, the organization has to be careful as to assessing the confidence in each intelligence 
source and how good is the IOC feed in terms of relevance and context provided. The last thing 
you want is to block benign infrastructure and have availability problems. Ideally, if a feed is 
reporting an IP Address as malicious you want to know why, how and when. There is infrastructure 
that can be compromised temporary as part of a campaign where other are well known malware 
infrastructure.

As regards Tactical Intelligence, this intelligence is key to CERTs and defenders in general. 
Knowing a Threat Actor’s TTPs can also help organizations to have a more proactive security 
approach by engaging in Threat Hunting missions and thus enhancing the prevention capabilities.

In conclusion, we believe that Technical and Tactical Threat Intelligence is a good starting point 
for every organization that wants to “easily” start leveraging Threat Intelligence products however, 
as we have said before, the organization needs to be careful and to assess the confidence placed 
in each intelligence source.



SAILING THROUGH THE THREAT INTELLIGENCE VENDOR OCEAN

25

To start with, we cannot stress this enough:  

Education is paramount

The key in a successful Threat Intelligence business operation is education. This way, the vendor is clear 
about what is offering, and the organization fully understand what is buying and how that intelligence 
product satisfies its intelligence needs or address the intelligence gaps. For this matter, Priority Intelligence 
Requirements will have to be properly defined and mapped to the organization’s cyber security strategy.

Telefonica’s unique Threat Intelligence vendor knowledge can help organizations to proper address their 
security and intelligence needs by assisting them in finding the right threat intelligence product and vendor.

We believe that performing this kind of evaluations has been beneficial for us, as NextDefense Detection 
and Response, and also for the different Threat Intelligence vendors as we truly hope that our detailed and 
exhaustive feedback has helped them to make their intelligence products even better.

Last but not least, we would like to thank all the Threat Intelligence vendors which allowed us to thoroughly 
evaluate their products and engaged with us in fruitful conversations and discussions on Cyber Threat 
Intelligence and how to keep moving forward in the Cyber Threat Intelligence industry.

Final Thoughts & Acknowledgements7



SAILING THROUGH THE THREAT INTELLIGENCE VENDOR OCEAN

2021 © Telefónica Cybersecurity & Cloud Tech S.L.U. All rights reserved.
The information disclosed in this document is the property of Telefónica Cybersecurity & Cloud Tech S.L.U. (“Telefónica Tech”) and/or any other entity within 
Telefónica Group and/or its licensors. Telefónica Tech and/or any Telefonica Group entity or Telefónica Tech’s licensors reserve all patent, copyright and other 
proprietary rights to this document, including all design, manufacturing, reproduction, use and sales rights thereto, except to the extent said rights are expressly 
granted to others. The information in this document is subject to change at any time, without notice.
Neither the whole nor any part of the information contained herein may be copied, distributed, adapted or reproduced in any material form except with the prior 
written consent of Telefónica Tech .
This document is intended only to assist the reader in the use of the product or service described in the document. In consideration of receipt of this document, the 
recipient agrees to use such information for its own use and not for other use. 
Telefónica Tech shall not be liable for any loss or damage arising out from the use of the any information in this document or any error or omission in such information 
or any incorrect use of the product or service. The use of the product or service described in this document are regulated in accordance with the terms and 
conditions accepted by the reader.
Telefónica Tech and its trademarks (or any other trademarks owned by Telefónica Group) are registered service marks.

About Telefónica Tech

More information

Telefónica Tech is a key holding of the Telefónica Group. The company offers a wide range of integrated technology 
services and solutions in Cyber Security, Cloud, IoT, Big Data and Blockchain. Telefónica Tech’s capabilities reach more 
than 300,000 customers in 175 countries every day.

telefonicatech.com

https://telefonicatech.com

	1
	2
	3
	4
	5
	6
	7

	Chapter 1: 
	Chapter 2: 
	Button 9: 
	Button 11: 
	Button 10: 


